Walkthrough: Collegare la pagina
WordPress a MiData tramite OAuth

Cos’e OAuth?

Hitobito € un provider OAuth 2.0, il che significa che un'applicazione esterna pud autenticare gli
utenti tramite hitobito (di solito sotto forma di una funzione di "accesso tramite hitobito", simile a
guello che succede con Google e Facebook, ecc.). In questa guida imparerai come utilizzare il login
MiData per il tuo sito Wordpress.

Utilizzare il sistema di test

Ogni volta che lavori su un'interfaccia per MiData, dovresti prima provare il tuo progetto sul sistema
di test MiData. In questo modo noterai ad esempio se la tua applicazione causa un errore sul sistema
o se devi utilizzare un plug-in completamente diverso.

Trovi piu informazioni sul sistema test sotto F.A.Q.

Configurazione di OAuth App in MiData
Creare una nuova applicazione OAuth in MiData: https://pbs.puzzle.ch/de/oauth/applications

Name*  Pfadi Laupen Test Webseite A tal fine devono venir fornite le seguenti
, , informazioni
Redirect URIs https://pfadilaupen.ch/wp-admin/admin- , . .
ajax.php?action=openid-connect-authorize - Nome de” app“CBZIOl’le
- Redirect URIs
- Scopes
Vi

Ein Eintrag

urn:ietf

Scopes Lesen deiner E-Mail Adresse
Lesen deiner E-Mail Adresse und Name
(J Lesen deiner Stammdaten und Rollen
Lesen deines OIDC Identity Tokens
(O Lesen aller Personen, Gruppen, Events und
Rechnungen auf die du Zugriff hast, via die JSON-
Schnittstellen

Logo Choose File | No file chosen

Hosts mit API-Zugriff  Eintrag hinzufiigen
Falls der Scope "api" aktiviert ist, diirfen Webseiten auf

diesen H lie Daten aus der JSON-Schnittstelle vom

Brows brufen (CORS)



https://pfadi.swiss/de/apps/midata/#FAQ
https://pbs.puzzle.ch/de/oauth/applications

Istallazione e configurazione del plugin Wordpress

Non appena l'applicazione OAuth & stata creata, Wordpress puo essere connesso come client OAuth.
Cio richiede l'installazione e la configurazione di un plug-in aggiuntivo.

https://wordpress.org/plugins/daggerhart-
openid-connect-generic/

Stichwort v || openid connect generic

OpenlID Connect
Generic Client

Jetzt installieren

Weitere Details

A simple client that provides
SSO or opt-in authentication

Installare e attivare il plug-in "OpenlID Connect
Generic Client" tramite Wordpress Plugin
Manager

Client Settings

Enter your OpeniD Cannect identity provider settings.

Login Type OpenlD Connect button on login form
ect how the client (login form) should provide login options
Client ID W6pI3xDI-OjDOWpn293TIKESSphKivs! 1 mSWLSUPTTE

Client Secret Key

OpeniD Scape

Space se

Example: enail profile

Login Endpaint URL https//pbs puzzle.ch/oauthfauthorize

Example: https://exanple.co

Userinfo Endpoint URL https://phs puzzle.chioauth/userinfa

Token Validation Endpoint URL  https://pbs puzzle.chioauth/token

Identify

token e

Example: hrtps

End Session Endpoint URL https;//pbs.puzzle.ch/cauth/logout

Identify

ACR values

Use a specific defined authentication contract from the IDP - optional.

Identity Key emai

data. Possible standard

Disable S5L Verify

Not recommendd for production sites

HTTP Request Timeout 5

Set the timeout for requests made to the IDP. Default value is 5.

Example: 3

Effettuare la seguente configurazione del
plugin
- Login Type: Bottone OpenID Connect
sul formulario di login
- Client ID: <Prendere il valore da
MiData>
- Client Secret Key: <Prendere il valore
da MiData>
- ClientID Scope: openid email name
- Login Endpoint URL:

o Test:
https://pbs.puzzle.ch/oauth/au
thorize

o Produzione:
https://db.scout.ch/oauth/aut

horize
- Userinfo Endpoint URL:
o Test:
https://pbs.puzzle.ch/oauth/us
erinfo

o Produzione:
https://db.scout.ch/oauth/user

info
- Token Validation Endpoint URL:
o Test:
https://pbs.puzzle.ch/oauth/to
ken

o Produzione:
https://db.scout.ch/oauth/toke
n
- End Session Endpoint URL:



https://wordpress.org/plugins/daggerhart-openid-connect-generic/
https://wordpress.org/plugins/daggerhart-openid-connect-generic/
https://pbs.puzzle.ch/oauth/authorize
https://pbs.puzzle.ch/oauth/authorize
https://db.scout.ch/oauth/authorize
https://db.scout.ch/oauth/authorize
https://pbs.puzzle.ch/oauth/userinfo
https://pbs.puzzle.ch/oauth/userinfo
https://db.scout.ch/oauth/userinfo
https://db.scout.ch/oauth/userinfo
https://pbs.puzzle.ch/oauth/token
https://pbs.puzzle.ch/oauth/token
https://db.scout.ch/oauth/token
https://db.scout.ch/oauth/token

Nickname Key nickname
aim array to find the user's ¢ sssibl Jard valu
preferred_u name, or su
Example: preferred_usernane
Email Formatting femail)
t s email addre I as the
laim conta |aim.
Example: {enail}
Display Name Formatting tnickname}
String fr
Example: {;
Identify with User Name
If checked, the user’s identity will be determined by the user name instead of the email
address.
State time limit
5. Default: 180
Enable Refresh Token 5%
If checked, support refresh tokens used to obtain access tokens from supparted IDPs
WordPress User Settings
Link Existing Users
Create user if does not exist
0a
Redirect Back to Origin Page
Redlirect to the login screen &

when session is expired

Authorization Settings

Contral the suthorization mechanics of the site.

Enforce Privacy

Ahternate Redirect URI

Log Settings

Log infarmation about lagin attempts through OpenlD Cannect Generic.

Enable Logging

Very simple log messages for debugging purposes

Lag Limit 1000

fter changing this setting

option in the

o Test:
https://pbs.puzzle.ch/oauth/lo
gout

o Produzione:
https://db.scout.ch/oauth/logo
ut

Identity Key: email

HTTP Request Timeout: 5

Email Formatting: {email}

Display Name Formatting: {nickname}
Enable Refresh Token: true

Link Existing Users: true

Create user if does not exist: false, in
guesto modo gli utilizzatori che
vengono autenticati tramite OAuth
devono venire previamente creati da
Wordpress.

Redirect back to Origin Page: false
Redirect to the login screen when
session expired: true

Enforce Privacy: false

Alternate Redirect URI: false

Enable Logging: false



https://pbs.puzzle.ch/oauth/logout
https://pbs.puzzle.ch/oauth/logout
https://db.scout.ch/oauth/logout
https://db.scout.ch/oauth/logout

Login Experience

Richiamare la pagina di accesso di Wordpress
(ad es. https://wordpresseite.ch/wp-admin/).

Fare clic su "Login with OpenID Connect".

Login with OpenlD Connect

Username or Email Address

Password

®

[ ] Remember Me

Accedi utilizzando un account MiData

Anmelden mit MiData PBS/MSdS/MSS

A

Bitte melde dich an, um weiter zu Pfadi Laupen Test Webseite zu
gelangen.

Haupt-E-Mail
Passwort

Angemeldet bleiben

Passwort vergessen? | Keine Bestatigungs-E-Mail bekommen?

Passare al sistema produttivo

Non appena sei sicuro che la tua applicazione sta facendo quello che dovrebbe fare, puoi richiedere
I'accesso al MiData «giusto».

Richiedere OAuth APl Key

Tramite il seguente formulario puoi richiedere sul MiData produttivo (https://db.scout.ch/)
un’applicazione OAuth Applikation:
https://forms.office.com/Pages/ResponsePage.aspx?id=ig6Fcs2Xq0m9ordFTZ0Fa8gnQG-
i3p9KkbcKGLINFhtUMEpMQkYwMzQxNUVEWEIXRTNWTDhPMDVEMS4u



https://db.scout.ch/
https://nam12.safelinks.protection.outlook.com/?url=https://forms.office.com/Pages/ResponsePage.aspx?id=iq6Fcs2Xq0m9ordFTZ0Fa8gnQG-i3p9KkbcKGL9nFhtUMEpMQkYwMzQxNUVEWEIxRTNWTDhPMDVEMS4u&data=04|01||6cdb8a52cfb74dec623108da18a88681|84df9e7fe9f640afb435aaaaaaaaaaaa|1|0|637849409355603234|Unknown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|3000&sdata=01E9AS5zQWObQ7xwRhJqib4aRKY1WXXoTq7J7cZxfqo=&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https://forms.office.com/Pages/ResponsePage.aspx?id=iq6Fcs2Xq0m9ordFTZ0Fa8gnQG-i3p9KkbcKGL9nFhtUMEpMQkYwMzQxNUVEWEIxRTNWTDhPMDVEMS4u&data=04|01||6cdb8a52cfb74dec623108da18a88681|84df9e7fe9f640afb435aaaaaaaaaaaa|1|0|637849409355603234|Unknown|TWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0=|3000&sdata=01E9AS5zQWObQ7xwRhJqib4aRKY1WXXoTq7J7cZxfqo=&reserved=0

